
Hardware Capabilities



“Software uses hardware, so…”
Joe Biden!

We don’t need to worry 
about this, we’re 

architects! Right..?



“Software uses hardware, so…”

int foo(int arg1, int arg2) {


int buffer[arg1];


for (int i = 0; i < arg2; i++) {


buffer[i] = /* something */;


}


return 0;


}
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“Software uses hardware, so…”

• Hardware doesn’t know about data types…


• What if we just had one extra bit per data word…

CPU

Hey processor! This 
data is a pointer, 

don’t do dangerous 
stuff to it!

extra bit

Where the heck did you 
come from? My cache 

blocks are 64-byte 
aligned, you can’t just 
get an extra bit out of 

nowhere… you’ll screw 
stuff up!😭



• We can arrange these extra bits in a table!


• Any time we access memory, we’ll also fetch these extra bits


• We can even cache them!

“Software uses hardware, so…”

extra bit ☕extra bit extra bit extra bit extra bit

CPU

I already have so many 
tables, and so many 

caches to protect these 
tables…



Remember page tables?

• Each process gets a table of virtual addresses that it can access


• Each entry maps to a physical address


• The TLB is used to cache page table entries

Hey processor! The 
“process” 

abstraction isn’t all 
that great!

extra bit



“Software uses hardware, so…”

• We want better hardware abstractions to implement security primitives


• Tag “data references” to say that they are a capability, now you have 
security!


• Change the purpose/role of the MMU (memory management unit: TLB, etc.) 
to better suit control flow



Capabilities!

padding (32 bits) permissions (31 bits)

length (64 bits)

offset (64 bits)

base (64 bits)
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Chat with your neighbor!

int foo(int arg1, int arg2) {


int buffer[arg1];


for (int i = 0; i < arg2; i++) {


buffer[i] = /* something */;


}


return 0;


}

arg1
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Capability Processors



Capability Processors

TOOOBA pipeline, without capabilities



Capability Hardware

Last Level Cache

Miss!

Main Memory Tag Table

Tag 
Manager

I use physical addresses 
for data and the tags!



Chat with your neighbor!

• Why is it important to maintain a tag?


• Why is it difficult for a tag manager to verify a capability at a virtual address?


• What is difficult about using physical addresses in the tag manager?



The Capability Address Space

• No virtual addresses… how to do isolation?


• Use capabilities!


• Virtual memory == process specific memory
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The Capability-Centric Process

• A process is just a set of objects that are strictly defined:


1. Process registers

2. Code to execute

3. Global memory space

4. Stack address space

5. Heap address space


• Let’s define each of these as capabilities!



The Capability Centric Process



Chat with your neighbor!

• What are some pros and cons of enforcing isolation with virtual memory 
versus capabilities?



The Capability Nanokernel

• What is a nanokernel? A less functional microkernel (which is a less functional 
kernel)


• The absolute bare minimum OS!


• The job of the nanokernel is to create a process


• How does it do this…?



Putting it all together…

• In order to have hardware enforced pointers, the authors of the capabilities 
framework suggest:


• Hardware-awareness of data format


• In-memory and cache-assisted tables to identify data formats


• New OS semantics and paradigms for memory isolation and processes


• Bug-free use of the ABI!



Capabilities Today


