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Besides the cache/memory management unit,
what sorts of things does the processor need
to talk to?



Abstraction of I/0
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Histoxry of I/0: Plugboaxd

computexrs (ENIAC, <1946)
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History of I/0: UNIVAC 1 (1951)

Image source
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https://en.wikipedia.org/wiki/UNIVAC_I
https://en.wikipedia.org/wiki/UNIVAC_I

Histoxry of I/0: IBM System/360 (>=1964)
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https://www.computerhistory.org/revolution/mainframe-computers/7/161/565
https://en.wikipedia.org/wiki/IBM_System/360

toxry of I/0: PDP-8 (>=1965)
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https://en.wikipedia.org/wiki/PDP-8
https://www.pdp8online.com/pdp8i/pics/pdp8ibackplane.shtml?small

VAX11: Successor to the PDP (1977)

l
5.2 LA36 TERMINAL SN
The LA36 DECwriter II is a medium-sized, low-cost, interactive data communications terminal (Fig-
ure 5-1). It is designed as an 1/O device that is used in the VAX-11/780 system console subsystem and
may be used as a remote communications terminal or a user terminal.
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Figure 5-1 LA36 DECwriter 11

source (VAXIl hardware user’s guide) _
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https://bitsavers.org/pdf/dec/vax/780/EK-11780-UG-001_VAX-11_780_Hardware_Users_Guide_197902.pdf
https://gordonbell.azurewebsites.net/digital/timeline/1974-3.htm
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Histoxry of I/0: Intel 4004/MCS-4 (1971)

4004 (CPU)
4-bit INDEX  ADDR
CLKir<—> | ALU REG STACK
CLK;<=— e > SYNC
CONTROL RESET
DATA BUS
[ 1o - ROM Lk RAM OUTPUT
g CONTROL(—) , ooy | [<7CLK: Ry CONTROL e
o <> SYNC
4001 (ROM) S 4002 (RAM)
- - CLK < RESET

SYNC RESET CLR
1/0

SERIAL
OUTPUT

4003 (SR)
SHIFT REGISTER

DATA IN / CLOCK / ENABLE

1
U

CIKiClK> E NDED

OUTPUTS

image source



https://en.wikichip.org/wiki/intel/mcs-4
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Histoxry of I/0: IBM PC (1981)
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Mothexrboaxds

Motherboard: printed circuit
board (PCB) that holds
computer components

Chipset: (usually on mobo)
circuit that manages
connection of CPU w/
memory and peripherals

®

SATA Connector (x4) BIOS Flash Chip
in PLCC Socket Southbridge

(with heatsink)

Floppy Drive IDE Connector (x2)

Connector
CMOS Backup Battery
24-pin ATX Power

Connector Integrated graphics

processor

Super 10 (with heatsink)

Chip
DIMM Memory PCI Slot (x3)
Slots (x4)

CPU Fan
Connector

ntegrated audio

CPU Fan &
codec chip

Heatsink Mount
Integrated Gigabit
Ethernet chip

CPU Socket

(Socket 939) PCI Express Slot

Connectors For

Integrated Peripherals
PS/2 Keyboard and Mouse, Serial Port,
Parallel Port, VGA, Firewire/IEEE 1394a,
USB (x4), Ethernet, Audio (x6)

image source



https://en.m.wikipedia.org/wiki/File:Acer_E360_Socket_939_motherboard_by_Foxconn.svg
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Image source

Chipsets (1990s-2000s) _ ]

Graphics o I ——
card slot bus

Chipset

Northbridge: connects CPU, RAM, GPU

Memory Slots

High-speed
graphics bus
(AGP or PCI Northbridge

Express)

Southbridge: slower, connects 1/O

(memory
controller hub)

Southbridge

(I/O controller
hub)

IDE
o " : Cables and
Audio Ce;ggc f— ports leading
— off-board

CMOS Memory

PCI Slots

Super I/O

Serial Port
Parallel Port
Flash ROM Floppy Disk

(BIOS) Keyhoard

Image source



https://en.wikipedia.org/wiki/Northbridge_(computing)
https://en.wikipedia.org/wiki/Chipset

Evolution of chipsets (Intel)

Intel® 700 Series Chipset

(16 Gb/s
leach x 1

8 Gb/s )
leach x 1

(Upto

|6 Gb/s |

Ug er 2 Ports
Upto10xL orts
Up to 10x USB 3.2 Gen 1x1 Ports

Block Diagram

Y Z727ZZ

Intel® Core
Desktop
Processors’

7

(Up to x8 DMI 4.0)
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Intel® 700
Series Chipset
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(‘smBus )

i i

) (_HD Audio )

(_MIPI SoundWire )

Embedded
Digital Display
Digital Display

(DD1)

1 I*C, 2 UART,
8 GPIO
for ISH Usage

SDIO/
SDXC 3.0

image source

6th Generation
Intel®* Core™
Processor with
Integrated
PCH-LP Chipset

SPI
&SPI/LPC
Mobile HDA
12 Lane CSI2

I

Azalia* Codec

v
-
TPM 2.0

Image source

1 premium PCH only. Ge:

DDR4 2133
LPDDRL 1600

M.2 Socket 3

PCle* Gen 3!

SATA Gen 3
USB 2.0
USB OTG (1)

USB 3.0



https://www.intel.com/content/www/us/en/products/docs/chipsets/desktop-chipsets/z790-chipset-brief.html
https://www.intel.com/content/www/us/en/products/platforms/details/skylake-u-y.html

Buses

There are many ways to transfer data

Different bus standards are used for different applications
SATA is used for storage (also NVME)

PCl/e is used for many things (GPU, sound, ethernet...)

SPIl is used for serial embedded communication

We're not going to memorize these technologies — just know that there
are different protocols for them



How does a CPU access an I/O bus? There’s no lio
or sio instruction in RISCV...



Single-stage CPU (built from scratch in CS1952y!)

bne x5 x0 -28 <start>
I_registers
decode datain| | 1 out
/ .add
pc_reg instr_mem M r2_addr
rs2 / wr_add r2_out
rd1 —Pwr_en
] instr  opcode—
funct3 [—
L funct7 p—
i e RdSel
imm_lshift L el
*+ ; imm. 4 ALU2Sel
imm_S
imm_J
imm_B
= L_{data_in
PCAdd1 e
lvaSeI ALU addr
zero —prr_en
+ —°
ALdop data_mem
_} ALU‘,SEI

|_ __Jjump
branch

7.
u_ InvZero




Memoxy-mapped I/0
Memory-mapped |/O: hardware translation of some memory addresses to
status and control registers of 1/O devices
CPU writes/reads that address as usual, gets info about device
Kernel-space (not user-space) addresses
Contrast with port-mapped I/O: special instructions to access 1/O ports

x86 in and out instructions (x86 supports both port- and
memory-mapped I/O; see chapter 19 of the Intel 64 manual)



https://www.intel.com/content/www/us/en/content-details/782158/intel-64-and-ia-32-architectures-software-developer-s-manual-combined-volumes-1-2a-2b-2c-2d-3a-3b-3c-3d-and-4.html

:-$ sudo cat /proc/iomem

00000000-00000fff :
00001000-0009ffff :
000a0000-000Fffff :

000a0000-000dffff :

Reserved

System RAM
Reserved

PCI Bus 0000:00

000c0000-000cedff : Video ROM
000cfO00-000cffff : Adapter ROM

000f0000-000fffff :
00100000-d3781017 :
b3000000 - defffff 3
: System RAM
d37a1858-d37a2017 :

d3781018-d37a1857

d37a2018-d37b0057

e53e4000-e53fefff
e53ff000-e58b6fff

e8000000-fec2ffff

8000000 - flffffff s

System ROM
System RAM
Crash kernel

System RAM

: System RAM
d37b0058-e0156fff :
e0157000-e0397fff :
€0398000-e0687fff :
e0688000-e0688fff :
e0689000-e527bfff :
e527c000-e53e3fff :
: ACPI Tables

: ACPI Non-volatile Storage
e58b7000-e63e3fff :
e63e4000-e6ffffff :
e7000000-e7ffffff :

System RAM
Reserved
System RAM
Reserved
System RAM
Reserved

Reserved

System RAM
Reserved

PCI Bus 0000:00
PCI Bus 0000:05

e8000000-f1ffffff : PCI Bus 0000:06
e8000000-f1ffffff : PCI Bus 0000:22
e8000000-efffffff : 0000:22:00.0
f0000000-f1ffffff : 0000:22:00.0

f2000000-f201ffff :
2100000- f22fffff :
f8000000- fbffffff :

0000:00:08.0
PCI Bus 0000:23
PCI ECAM 0000 [bus 00-3f]

mzizyte@pothos: ~
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What does that look like?

# Kernel process transfer 4kB page from disk to physical memory:
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Bypassing CPU for memoxry access

Direct Memory Access (DMA) transfers data to and from memory
without going through the CPU, using the controller of the /O device

PCle uses an optimized version of DMA that involves
bus arbitration

Root complex

PCle
bridge to
PCI/PCI-X

PCle
endpoint

PCle
endpoint

Image source

PCle Legacy PCI/PCI-X Hﬂ
endpoint endpoint



https://en.wikipedia.org/wiki/PCI_Express

How should an I/O event (such as a keyboard
key press) be detected and handled by the
computer?



Polling Interrupts

Manually check the status of 1/O Disrupt CPU execution when an
device periodically I/ O operation happens

Pros: Pros:

Check message app over and Get push notification that your

over for your crush to text you crush has texted you



®

Exceptions vs Interrupts

Exception: unscheduled event that disrupts execution (P&H chapter 4)
SW source: RISC-V ecall/ebreak instructions to invoke supervisor/debugger
HW source: divide by 0 or page fault ( )

Interrupt: an exception that comes from outside the CPU
DMA 1/O interrupt

Umlbrella term: trap

Warning: terminology changes depending on textbook/context



Review: handle traps

1)

Figure out if we need to stop immediately or finish current instruction
Hardware exceptions: immediately (can't proceed after dividing by 0)

I/ O interrupts: handle asynchronously (finish instruction)

Save processor state and provide exception info to supervisor
Switch control to supervisor

Go to PC of exception-handling routine

Handle exception

Switch back



®

Remindexr: exception CSRs

SEPC holds address of exception-causing instr
SCAUSE holds the cause
STVAL holds info about exception (e.g.

fault-causing virtual address)

STVEC holds address of supervisor
exception-handler

SIP holds pending status of potential interrupts
(how I/O communicates to CPU about interrupt)

Alternative approach: vectored interrupts (arm)

RISC-V spec v2 Table 4.2

Interrupt | Exception Code | Description
1 0 | Reserved
il 1 | Supervisor software interrupt
1 2-4 | Reserved
1 5 | Supervisor timer interrupt
1 6-8 | Reserved
1 9 | Supervisor external interrupt
1 10-15 | Reserved
1 >16 | Designated for platform use
0 0 | Instruction address misaligned
0 1 | Instruction access fault
0 2 | Illegal instruction
0 3 | Breakpoint
0 4 | Load address misaligned
0 5 | Load access fault
0 6 | Store/AMO address misaligned
0 7 | Store/AMO access fault
0 8 | Environment call from U-mode
0 9 | Environment call from S-mode
0 10-11 | Reserved
0 12 | Instruction page fault
0 13 | Load page fault
0 14 | Reserved
0 15 | Store/AMO page fault
0 16-23 | Reserved
0 24-31 | Designated for custom use
0 32-47 | Reserved
0 48-63 | Designated for custom use
0 >64 | Reserved




